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Abstract

Online gaming platforms face significant challenges from cheat-
ing behaviors that threaten fair play and user trust. In particular,
first-person shooter (FPS) games are especially vulnerable to a wide
range of sophisticated cheating techniques that directly undermine
competitive balance. Among various cheating techniques in FPS
games, this work specifically focuses on detecting Extra-Sensory
Perception (ESP) cheats, which reveal hidden game information to
users and are difficult to detect using traditional rule-based methods.
We formulate the ESP cheat detection task as a binary classifica-
tion problem that aims to distinguish between legitimate users and
cheaters, using a tabular dataset extracted from user-match logs.
In practice, the tabular dataset presents three key challenges, in-
cluding label noise arising from mislabeling of legitimate users and
cheaters, severe class imbalance between them, and distribution
shifts caused by evolving user behaviors, all of which degrade model
performance. To address these challenges, we propose RoDAC, a
Robust Data-centric Anti-Cheat framework that sequentially ap-
plies tailored sample selection methods to mitigate label noise, class
imbalance, and distribution shifts. We have deployed RoDAC in
the PUBG: BATTLEGROUNDS competitive league and confirmed
that the framework significantly improves detection accuracy and
robustness compared to baseline methods. Our detailed analysis of
computational efficiency and model compatibility highlights the
practical benefits of our data-centric strategy for sustaining scalable
and reliable anti-cheat systems in dynamic gaming environments.
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1 Introduction

Online gaming has rapidly evolved into a massive global indus-
try, attracting millions of users and generating significant eco-
nomic and cultural impact [20, 21, 59]. However, the popularity
of these platforms has also made them prime targets for cheaters
who seek unfair advantages through unauthorized tools, scripts, or
exploits [46, 78, 79]. The proliferation of such cheating behaviors
not only undermines the integrity of the gaming experience but
also erodes user trust, and it can lead to significant financial losses
for game publishers [7, 11, 48]. As a result, the development and
deployment of reliable anti-cheat systems to detect and prevent
cheating have become critical priorities for the gaming industry [3].

“Work done during an internship at KRAFTON.
*Corresponding author.

410 9233 A2 IT:A6

Figure 1: In-game screenshot of an ESP cheater in PUBG:
BATTLEGROUNDS. The cheater leverages ESP to identify
enemy positions and precisely aim at an enemy behind a tree,
which would otherwise remain unseen to legitimate users.

While various forms of cheating exist in online games, including
aimbots, recoil scripts, and macros [19, 80], we specifically focus
on detecting Extra-Sensory Perception (ESP) cheats [80] in PUBG:
BATTLEGROUNDS due to their high prevalence and significant
impact on competitive integrity. ESP cheats allow users to gain
unfair advantages by revealing hidden information such as the
real-time locations of opponents and items as shown in Figure 1,
thereby removing the uncertainty intended by the game design [17].
Unlike aimbots or recoil scripts that automate aiming, ESP cheats
preserve manual control, making them harder to detect using simple
rule-based or statistical anomaly detection.

Recently, anti-cheat systems increasingly rely on machine learn-
ing models to detect abnormal patterns indicative of cheating [1, 42,
77]. The models are trained on vast amounts of user behavioral data
and learned to distinguish between behaviors of legitimate users
and cheaters as a binary classification task. For example, suspicious
movement patterns, looting behaviors, or combat engagements
that deviate from legitimate user behavior can serve as signals for
potential cheating. However, the dynamic nature of online games
presents unique challenges that complicate the development of
robust anti-cheat systems. As cheaters continuously refine their
strategies to evade detection and legitimate users exhibit diverse
behaviors, the resulting behavioral data of both groups become
similar, making the classification task more challenging.

To train machine learning models for anti-cheat purposes, the
first requirement is the availability of appropriate data. In the gam-
ing domain, potential data modalities include tabular, image, video,
text, and speech data [6, 83]. While image, video, text, and speech
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data provide rich information, they impose significant storage de-
mands and require complex, high-capacity models for effective
training. Considering the complexity of both model development
and deployment, we opt to utilize tabular data, which typically de-
mands less memory and enables the use of lightweight tree-based
models by leveraging the explicit semantic meaning of each col-
umn without requiring additional feature embeddings [15, 44]. We
extract informative features from user-match log data to represent
user behaviors in the game and construct a tabular dataset com-
prising millions of samples and hundreds of features. This choice
facilitates the practical deployment of anti-cheat systems while
preserving adequate detection performance [8, 65].

However, there are three main challenges when using the con-
structed tabular dataset for model training. First, it is hard to obtain
ground-truth labels for both legitimate users and cheaters. This
challenge fundamentally stems from the absence of a definitive
system that can accurately determine whether a user is legitimate
or a cheater. We can leverage existing labels generated for other
purposes from user monitoring systems and a whitelist of verified
users for a subset of samples. However, these labels may not pre-
cisely align with our target ESP cheats and may introduce label
noise, since they were originally generated for different purposes
based on different criteria. Second, even when ground-truth labels
are available, there exists a severe class imbalance between legiti-
mate users and cheaters in the dataset. In general, the number of
legitimate users significantly exceeds that of cheaters. In general,
models trained on the imbalanced dataset tend to bias their pre-
dictions toward the legitimate class, failing to accurately detect
cheaters. Third, distribution shifts occur in the dataset as user be-
haviors and cheating strategies change over time. Such shifts are
particularly evident during major events, including new season
launches or game updates. When distribution shifts occur between
the training and inference data, trained models may fail to make
accurate predictions on the inference data.

While existing works have explored methods to address label
noise, class imbalance, and distribution shifts independently, there is
alack of a holistic framework that tackles all three challenges specif-
ically in the context of anti-cheat systems. We propose a holistic
data-centric framework called RoODAC to address these challenges
and improve the performance of anti-cheat models. As labeling
newly collected training samples requires approximately one week,
our anti-cheat system retrains the model on a weekly basis. After
labeling, RoDAC sequentially performs a series of sample selection
methods on the labeled training data, each designed to address la-
bel noise, class imbalance, and distribution shifts. To mitigate label
noise, RoDAC selects training samples by verifying the alignment
between the given labels and the predictions of the model trained
in the previous week. RoDAC next performs coreset-based under-
sampling on the training samples with legitimate labels to mitigate
the severe class imbalance between legitimate users and cheaters
while minimizing information loss. In addition, to reduce the gap
between the training and inference distributions, RoDAC removes
out-of-distribution (OOD) training samples based on the distribu-
tion of inference samples. After completing the three sequential
steps of sample selection followed by model training, RoDAC fur-
ther applies a similar OOD data filtering strategy during inference
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phase that removes OOD inference samples based on the distribu-
tion of training samples. This strategy prevents the model from
making predictions on ambiguous OOD inference samples.

RoDAC has been deployed in the PUBG: BATTLEGROUNDS
competitive league, where it outperforms the sequential combina-
tion of compatible state-of-the-art methods in terms of post-launch
performance. Our experimental analysis shows that each proposed
sample selection method contributes to improving model perfor-
mance. We further analyze computational time during the training
and inference phases, compatibility with various backbone mod-
els, and the handling of users who appealed their bans after being
detected as cheaters to provide a better understanding of our anti-
cheat system. We believe that our findings highlight the necessity
and effectiveness of data-centric strategies in sustaining robust
model performance under challenging real-world environments.

Summary of Contributions: (1) We identify three critical data
challenges, namely label noise, class imbalance, and distribution
shifts, that hinder robust anti-cheat model performance in online
gaming; (2) We propose RoDAC, a holistic data-centric framework
that effectively mitigates these data challenges through tailored
sample selection methods; (3) We empirically validate the effective-
ness and efficiency of RoDAC by deploying the framework as the
live production anti-cheat system of the PUBG: BATTLEGROUNDS
competitive league.

2 Related Work

Anti-Cheat Systems. Detecting and preventing cheating in on-
line games has been an active area of research due to its critical
importance for maintaining fair play and user engagement [7, 86].
Cheating behaviors in online games are diverse, including actions
such as ESP cheats, aimbots, and exploiting unintended bugs or
glitches for unfair advantages [19, 80]. Traditional anti-cheat sys-
tems primarily rely on rule-based detection, hardware attestation,
and behavioral heuristics [14, 72, 80]. However, these approaches
often struggle to adapt to the evolving nature of cheats, particu-
larly in large-scale online environments. Recently, the use of ma-
chine learning for anti-cheat detection has gained traction, leverag-
ing user behavior patterns to identify suspicious activities indica-
tive of cheating [1, 42, 77, 81]. Vision-based approaches have also
been explored to detect cheating behaviors by analyzing gameplay
video streams and detecting overlays or suspicious in-game visual
patterns [41, 85]. Despite these advancements, existing machine
learning-based anti-cheat systems often overlook data challenges
such as label noise, class imbalance, and distribution shifts in user
behavior data, which are crucial for ensuring sustained detection
performance in dynamic and adversarial environments.

Learning with Tabular Data. Tabular data is a prevalent modal-
ity in anti-cheat systems due to its structured nature and ease of
integration with lightweight models that support real-time infer-
ence [1, 48]. Tree-based models, including Gradient Boosting De-
cision Trees (GBDT) [15, 23, 44, 63], are widely used for tabular
data learning and often outperform deep learning methods on di-
verse tabular datasets [65]. Recent studies have explored enhancing
deep learning performance on tabular data [4, 28, 33, 36, 82], but
tree-based methods remain the preferred choice in many industrial
settings due to their interpretability, efficiency, and scalability [8].
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Following the established effectiveness of tree-based models in
cheat detection [24, 69], we employ tree-based models to train the
tabular dataset derived from our user-match log data. Specifically,
we use structured features extracted from user behaviors, including
movement, looting, and combat patterns.

Model Robustness. Ensuring the robustness of machine learn-
ing models is critical for their reliable deployment in real-world en-
vironments [9, 49]. In practice, model robustness can be undermined
by challenging data conditions, including label noise, class imbal-
ance, and distribution shifts. Label noise arises when the assigned la-
bels fail to accurately reflect the true labels of samples due to annota-
tion errors, sample ambiguity, or systematic labeling biases [22, 68].
To mitigate the adverse effects of label noise on model performance,
conventional machine learning techniques [26, 57, 66, 74] and deep
learning approaches [27, 31, 37, 61, 84] have been proposed.

Class imbalance is another common data challenge, referring
to the disproportionate number of samples across classes. It can
cause models to be biased toward the majority class and result
in poor detection of the minority class [16, 40]. Existing work ad-
dressing class imbalance can be categorized into three groups [47]:
data-level [12, 62], algorithm-level [45, 54, 76], and hybrid [2, 18, 34]
approaches. Data-level methods rebalance distributions by adjust-
ing the number of samples, algorithm-level methods adapt learning
algorithms to mitigate the bias towards majority classes, and hybrid
methods combine both strategies.

Distribution shifts refer to changes in the data distribution be-
tween the training and test phases, which can arise from domain dif-
ferences, temporal variations, or evolving data generation processes.
These shifts pose significant challenges in dynamic real-world sce-
narios, as models trained on the training data distribution often fail
to generalize to the shifted test data distribution. To bridge the distri-
bution gap and maintain model generalization, approaches such as
domain generalization [13, 30, 51], domain adaptation [5, 25, 32, 39],
and test-time adaptation [53, 70, 75] have been proposed.

As various data challenges frequently co-occur in real-world
data [29], addressing them within a holistic framework is essential
for sustaining robust model performance. However, methods for
handling these data challenges are often investigated independently,
and their integration and joint impact on anti-cheat systems remain
underexplored. In contrast, our proposed simple yet effective data-
centric approach sequentially addresses label noise, class imbalance,
and distribution shifts problems within a holistic framework.

3 Problem Definition

We formulate the ESP cheat detection task in PUBG: BATTLE-
GROUNDS as a binary classification problem on large-scale com-
petitive league match data streams, where the goal is to predict
whether a user is a legitimate user or a cheater. Since new data
streams arrive on a daily basis, it is necessary to periodically retrain
the model rather than using a static model trained only once, as the
game environment and user behavior patterns continuously evolve.
In our anti-cheat system, we set the model retraining schedule to
once per week. We describe the data pipeline for model training
and inference each week as shown in Figure 2. Assuming that more
recent data are more relevant to the current data, we use training
data from the past 14 weeks and employ a subset of the training

Training Data Inference Data

Week 1 | -+ | Week 14 w Week 15

Time

1
Current

Figure 2: The data pipeline of our anti-cheat system.

data from the previous week for model validation. After training,
we use the trained model to predict on the inference data from the
subsequent days.

We set notations for data in our anti-cheat system. Let D;ygin =
{(Xi, i)}, denote the training dataset, where X; € R is the d-
dimensional feature vector extracted from a match log of a user,
yi; € {0,1,NaN} indicates whether the user is a legitimate user
(y; = 0), a cheater (y; = 1), or unlabeled (y; = NaN) in the match,
and n is the number of training samples. Similarly, we define the
unlabeled inference dataset as Djp re, = {(Xj, yj)};.”:l, where the
size of the inference dataset is significantly larger than that of the
training dataset (i.e., m > n). Since it is infeasible to obtain real-
time labels for cheaters in the inference phase, only a subset of
legitimate users can be labeled based on a whitelist of verified users
(i.e., yj € {0,NaN}). The feature vectors X; and X; are composed
of in-game features capturing user actions, movement patterns,
and combat statistics at an early game phase to minimize harm to
legitimate users, as well as historical features reflecting the past
gameplay records of users, enabling robust detection under limited
short-term observation of in-game features.

Given this environment setup, our goal is to train a model on
the training data and make accurate predictions on the inference
data. However, two practical challenges arise under the given envi-
ronment setup, corresponding to the training and inference data,
respectively. First, tree-based models are typically trained in a su-
pervised manner using fully labeled data, whereas our training
data consists of a mixture of labeled and unlabeled samples. Sec-
ond, the true labels for the inference data are not fully available as
only partial labels corresponding to legitimate users are provided,
which makes evaluation challenging. To address these challenges,
we leverage the statistical information contained in the unlabeled
training data to improve the quality of the labeled training data.
In addition, we evaluate the trained model on the inference data
using an approximated False Discovery Rate (FDR), defined as the
proportion of false positives among all positive predictions.

4 Framework

We describe the overall framework of RoDAC as shown in Figure 3.
RoDAC first collects both in-game and historical user data from
the corresponding database and joins them to generate the initial
training data. RODAC next sequentially addresses the data chal-
lenges of the training data in the order of label noise, distribution
shifts, and class imbalance. Specifically, RoDAC performs three data
selection methods corresponding to each challenge on the training
data: label noise cleaning (LNC), OOD data filtering (ODF), and
weighted under-sampling (WUS). The resulting refined training
data is then used to train the model. In the inference phase, RoDAC
applies similar OOD data filtering (ODF) to the inference data, mak-
ing predictions only on the inference data that are similar to the
refined training data. This series of methods within the framework
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enables our anti-cheat system to remain robust in dynamic real-
world environments by maintaining high-quality data over time.
We describe the detailed methods applied in each step of RoODAC in
the following sections.

4.1 Feature Extraction

User data of PUBG: BATTLEGROUNDS are primarily divided into
in-game data and historical data, each stored in separate databases.
The in-game data are extracted in real time from match logs, whereas
the historical data are aggregated on a daily basis from user sta-
tistics. For a subset of users, labels indicating legitimate users or
cheaters are assigned to these data on a weekly basis. Based on this
data pipeline, we extract attributes related to the in-game behavior
and historical record of users, along with their corresponding labels,
from the two databases using Spark SQL queries. The extracted
attributes are then transformed into meaningful in-game and his-
torical features for model training. During this process, we employ
a feature validator to filter out samples with values outside the
expected range for each feature. For certain features that exhibit a
substantial number of missing values, we address this issue through
data imputation using either domain knowledge to assign specific
values or feature-wise mean values. As a final step, the in-game
and historical feature sets are merged to construct a comprehen-
sive training data that represents user characteristics. We note that
feature correlations are low by our prior feature selection process.

4.2 Label Noise Cleaning (LNC)

To identify the presence of label noise in the training data, we
employ a simple and effective method that leverages our model
trained in the previous week, motivated by prior works that utilize
predictions of previously trained models [38, 60]. To verify the
effectiveness of using predicted probabilities as a criterion, we
present the distributions of the labels and the predicted probabilities
in Figure 4a. The labels are binary (0 or 1), while the predicted
probabilities are continuous values between 0 and 1. We observe
that most training samples are concentrated near the extremes of
the probability range, specifically within [0, 0.2] and [0.8, 1]. The
overall alignment between the distributions of labels and predicted
probabilities suggests that the predicted probabilities can accurately
reflect labels in most cases.

Based on these observations, we identify training samples with
label noise by detecting the misalignment between the predicted
probabilities and the labels using a prediction threshold. Since we
generally set the threshold for model predictions higher than the
midpoint probability of 0.5 to more confidently identify cheaters,
we use an arbitrary threshold of 0.8 and present the distribution
of training samples for which the model predictions disagree with
the labels as shown in Figure 4b. As a result, 1,995 cheater samples
exhibit relatively low predicted probabilities (red bars), while 355
legitimate user samples show relatively high predicted probabilities
(blue bars) out of the 210,918 labeled training samples. In the first
case (red bars), a subset of labeled cheaters may not actually use
ESP cheats in the game (e.g., those identified through unrelated
hardware manipulations), resulting in behavior similar to that of
legitimate users and consequently leading to low predicted proba-
bilities. In the second case (blue bars), certain verified legitimate
users may demonstrate gameplay so proficient that it mimics the
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Figure 3: The overall framework of RoDAC.
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Figure 4: Noisy label detection results based on the difference
between label and predicted probability.

behavior of cheaters (e.g., professional gamers), resulting in high
predicted probabilities. We thus define the samples corresponding
to the first case (red bars) as noisy data and remove them from
the training data. Formally, we obtain the cleaned training dataset
Dy, .in bY filtering out noisy cheater samples as follows:

’

train = {(Xi.Yi) € Dprain | =(yi =1Api <)}, (1)
where p; is the predicted probability and 7 is the threshold. If data
drift occurs and reduces overall model confidence, existing drift de-
tection methods can identify the shift, while lowering the threshold
helps prevent new cheating patterns from being discarded.

4.3 OOD Data Filtering (ODF) in Training Data

As labels of training data are typically obtained for users with
certain status as legitimate or cheating, the labeled training data
exhibits a different distribution relative to the overall distribution of
inference data. Figure 5a illustrates the distribution shift between
them using t-SNE [73]. To analyze how this shift affects model
predictions, we compare the predicted probabilities on the labeled
training data and the inference data using our model trained in
the previous week as shown in Figure 5b. While the model pro-
duces confident predictions with probabilities close to 0 or 1 on
the labeled training data, it yields more ambiguous probabilities
on the inference data. We note that this pattern holds regardless of
whether the labeled training data overlap with the training data of
the trained model.
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Figure 5: Distribution shifts between labeled training and
inference data.
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Figure 6: Distance distributions of (a) training samples w.r.t.
a centroid of proxy inference data and (b) inference samples
w.r.t. a centroid of refined training data.

To reduce the distribution gap between labeled training data
and inference data, we leverage the concept of out-of-distribution
(OOD) detection to identify and discard OOD training samples from
the perspective of the inference data. However, since the inference
data is not available in advance, we use separate recent-date data,
which includes both labeled and unlabeled samples, as a proxy
for the inference data. Specifically, we employ a distance-based
OOD detection method [35, 50, 71] that computes the Euclidean
distance between each labeled training sample and the centroid
of the proxy inference data. We can use multiple centroids for
multimodal distributions, but our inference data is largely unimodal
with most samples near the global centroid as shown in Figure 5a.
The distance threshold for identifying OOD samples is adaptively
determined from the resulting distance distribution based on its
mean and standard deviation. Specifically, we define the OOD-

filtered training dataset D’ . using the k-sigma rule as follows:

train = {0 Y1) € Dfygin | 1Xi = Xellz < p+ ko), (2)

train train

where X, denotes the centroid of the proxy inference data, and
and o denote the mean and standard deviation of the distances,
respectively. In practice, the results of OOD data filtering in the
training data using the 3-sigma rule are shown in Figure 6a, where
labeled training samples with distances exceeding the threshold
set as three standard deviations above the mean are considered
OOD. From this process, approximately 1% of the labeled training
samples are identified as OOD and removed from the training data.

4.4 Weighted Under-sampling (WUS)

In gaming environments, legitimate users typically constitute a ma-
jority relative to cheaters, which results in substantial class imbal-
ance in the training data. For example, the imbalance ratio between

the two classes of majority class (legitimate user) and minority
class (cheater) in the training data is about 10 in season 34 and 25
in season 35 as shown in Figure 7. Since class imbalance generally
makes it difficult for the model to learn the minority class, data-
level methods mitigate this issue by applying under-sampling to
the majority class or over-sampling to the minority class to balance
the classes. We initially apply various over-sampling techniques,
but observe that duplicating samples yields no performance gain,
while synthetic samples degrade model performance. In compar-
ison, under-sampling techniques empirically shows more stable
and consistent performance improvement, motivating us to adopt
under-sampling in our approach.

We design two key components for under-sampling, namely
the sample selection strategy and the target imbalance ratio. We
propose a sample selection strategy that jointly accounts for rele-
vance to the inference data and the diversity of the selected samples,
motivated by distance-based weighted under-sampling [43]. Using
the separate recent-date data as a proxy for the inference data,
we assign pseudo-labels to its unlabeled samples with our model
trained in the previous week. We then compute the Euclidean dis-
tance between each majority class (legitimate user) sample in the
original training data and the centroid of the corresponding class
samples in the proxy inference data. Using these distances as a
metric of relevance, we perform weighted under-sampling that as-
signs sampling probabilities to each majority class (legitimate user)
sample inversely proportional to their distance values. Specifically,

we define the final balanced training dataset D" . as follows:

oegin = LXK yi) € DY in lYyi=1V (yi=0Ab; =1)},  (3)

L)
T 1Xi=Xe,y=oll2
Here, X, y=0 denotes the majority class centroid of the proxy in-
ference data, and « is a scaling factor adjusted to satisfy the target
imbalance ratio. This approach reduces the number of majority
class (legitimate user) samples by selecting samples that are more
relevant to the inference data while maintaining diversity among
the selected samples as shown in Figure 8.

Regarding the target imbalance ratio, achieving a low imbalance
ratio requires removing a large number of majority class (legitimate
user) samples, which can cause information loss for legitimate users
and increase false positives. In contrast, a high imbalance ratio
results in minority class (cheater) being underrepresented relative
to majority class (legitimate user), which can prevent sufficient
learning of cheaters and increase false negatives. We thus conduct
a grid search over a range of target imbalance ratios to identify the
value that generally yields the best model performance.

where b; ~ Bernoulli(p;) with probability p; = min (
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Figure 7: Class imbalance between label 0 (legitimate user)
and label 1 (cheater).
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Figure 8: Distance distributions of majority class (legitimate
user) training samples before and after under-sampling.

4.5 OOD Data Filtering (ODF) in Inference Data

Following a sequential sample selection process on the training data,
the resulting refined training data is used for supervised learning
to develop our anti-cheat model. Although we attempt to mitigate
the distribution gap between the training data and the proxy infer-
ence data using OOD data filtering and weighted under-sampling,
the actual inference data at test time may still exhibit a different
distribution from the proxy inference data. In particular, when the
training and inference data are collected from different game sea-
sons, the distribution shift becomes more pronounced as shown
in Figure 9. Test-time adaptation (TTA) [52] is a relevant research
direction that addresses this problem by adapting a pre-trained
model to unlabeled test data before making predictions. However,
the applicability of test-time adaptation methods to our streaming
tabular data scenarios is limited, since they are primarily developed
for offline settings with deep learning models.

Instead, we suggest a simple data-centric approach that reuses
the concept of OOD detection to abstain from making predictions
on inference samples identified as OOD with respect to the re-
fined training data. To this end, we compute the Euclidean distance
between each inference sample and the centroid of the refined train-
ing data. Formally, we obtain the OOD-filtered inference dataset
as follows:

D;nfer = {(Xj’yj) € z)infer | ”Xj - Xcll2 < n}, (4)

where X, denotes the centroid of the refined training data, and 5
denotes a distance threshold. Since obtaining the overall distance
distribution of the inference data is infeasible in a streaming sce-
nario, we predefine the distance threshold for OOD detection using
the 3-sigma rule applied to the distance distribution of the training
data. As a result, predictions are withheld for approximately 5% of
the inference samples identified as OOD as shown in Figure 6b. This
can be interpreted as the model avoiding predictions on uncertain
samples that differ from the training data, thereby reducing the risk
of false positives.

D;nfer
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Figure 9: Distribution shifts with respect to game season.
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Table 1: A competitive league dataset from PUBG: BATTLE-
GROUNDS, divided into two experimental settings. For each
setting, we show the data type, duration, size, number of fea-
tures, and number of classes.

Setting ‘ Type ‘Duration Size  #Ftrs #Cls
Training | 98 Days 195,836 241 2
S 35-S 35
eason €a50N % ference| 5 Days 8,505,795 241 -
Training | 98 Days 210,918 241 2
Season 35 - Season 36 Inference| 5 Days 14,031,270 241 -

5 Experiments

We have deployed RoDAC as the live production anti-cheat sys-
tem of PUBG: BATTLEGROUNDS for over one year. We perform
experiments to evaluate RoDAC using disjoint training and in-
ference datasets. For each experiment, we report the mean and
standard deviation of daily model performance across inference
days. Our anti-cheat system is implemented in Python and PySpark
on Databricks, and all experiments are conducted on Databricks
clusters provisioned with r5d.16xlarge CPU instances.

5.1 Experimental Settings

Metrics. Given that obtaining ground-truth labels is challenging
as cheaters do not disclose their cheating and it requires extensive
manual investigation, we employ evaluation metrics that are contin-
uously monitored in our live production environment. We evaluate
methods using the approximated number of false positive users
(#FP), the number of detected users (#Detect), and the approximated
False Discovery Rate (FDR), defined as the ratio of #FP to #Detect,
on the inference data. Since the inference data lack cheater labels
and only include partial legitimate user labels, conventional metrics
such as accuracy or F1-score cannot be computed, and the number
of false positives is approximated based on their observed propor-
tion. Our practical metrics provide meaningful insight into model
performance: a lower number of false positive users indicates more
accurate predictions, a higher number of detected users reflects
broader coverage, and a lower FDR denotes a smaller proportion of
false positive users among the detected users. We note that reported
metrics reflecting actual service performance.

Dataset. We use a competitive league dataset from PUBG: BAT-
TLEGROUNDS, a large-scale online competitive game where users
compete to survive while collecting items under a dynamically
shrinking safe zone. We consider two experimental settings using
the dataset as shown in Table 1: one where the training and infer-
ence phases occur within the same game season (e.g., Season 35 -
Season 35), and another where the training and inference phases
span different game seasons (e.g., Season 35 - Season 36). Since
game updates between seasons can cause significant changes in
the data distribution, predicting inference data from a subsequent
season poses a more challenging task. Following our anti-cheat
system pipeline, we train a model each week using labeled training
data from the past 98 days and make predictions on inference data
from the subsequent days.

Models. We primarily adopt XGBoost [15] as the backbone model
due to its demonstrated effectiveness on tabular data [65]. In partic-
ular, XGBoost has been widely used as a strong baseline for tabular
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Table 2: Average approximated number of false positive users (#FP), average number of detected users (#Detect), and the
average approximated false discovery rate (FDR) on the PUBG: BATTLEGROUNDS competitive league dataset. We compare the
performance by sequentially incorporating the proposed sample selection methods and compatible state-of-the-art baselines:
label noise cleaning (LNC and MentorNet), OOD data filtering in training data (ODF (train) and JTT), weighted under-sampling
(WUS and IHT), and OOD data filtering in inference data (ODF (infer) and iForest).

Method ‘ Season 35 - Season 35 ‘ Season 35 - Season 36
| #FP #Detect | FDR(%) |  #FP #Detect | FDR (%)
W/o any sample selection methods ‘ 140.31392 8204.6+17941 ‘ 1.738x+0385 ‘ 322.9+404 8146.6+7751 ‘ 3.987x0537
+ LNC 123.6x6s9 8249.8+19777 1.442+0.639 265.54379 8191.247836 3.269+0533
+ LNC + ODF (train) 108.8x157.2 8324.0:20202 1.268x0:508 2371404 8139.8+7527 2.967 0695
+ LNC + ODF (train) + WUS 91.8:+452 8373.2+20347 1.089+0481 168.1+876 8155.01876.7 2.071x+1.080
+ LNC + ODF (train) + WUS + ODF (infer) (RoDAC) 63.5:332 8251.0+19%.2 0.778+0.396 127.8zs2s 8154.6:s56.4 1.615:1.003
+ MentorNet 133.54514 8220.5+18103 1.624+0502 294. 14451 8165.417%5 3.602+0550
+ MentorNet + JTT 125.8+49 8235.1+18556 1.527x0.601 286.2+423 8158.24785.2 3.508=0545
+ MentorNet + JTT + IHT 113.44552 8260.4 19101 1.372+0.645 253.94605 8162.5+s60.1 3.110=0.850
+ MentorNet + JTT + IHT + iForest 101.2+446 8245.8x+18505 1.226+0.558 23754652 8155918558 2.912=00910
data tasks owing to its scalability and generalization ability [8]. To -@- Wioany -~ +LNC + ODF (train) + WUS
evaluate the compatibility of our proposed data-centric framework +LNC ~# +LNC + ODF (train) + WUS + ODF (infer)

across various backbone models, we further conduct experiments
by replacing XGBoost with alternative models, including Light-
GBM [44], CatBoost [63], Random Forests [10], and Multi-Layer
Perceptron (MLP) [64] in Sec. 5.3.

Hyperparameters. We conduct a grid search to optimize the hy-
perparameters of each model for consistently strong performance
on our dataset. For the XGBoost model, we set the hyperparam-
eters as follows: maximum depth = 10, minimum child weight =
10, gamma = 1, subsample = 0.7, column subsample by tree = 0.9,
learning rate = 0.01, and the number of estimators = 2000. We set the
target imbalance ratio for weighted under-sampling to 6 based on
a grid search over {5, 6, 7, 8, 9}. To conservatively detect only users
with high certainty of cheating, we adjust the prediction threshold
from the default probability of 0.5 to a higher value. Specifically,
we increase the threshold from 0.9 to 1.0 in increments of 0.0025 to
observe the tendency of the approximated number of false positive
users and the number of detected users as the threshold varies.

5.2 Experimental Results

To verify the effectiveness of each component in RoODAC, we design
five ablation scenarios based on the sequential order of the four
sample selection methods: (1) without any sample selection meth-
ods (W/o any), (2) with label noise cleaning (+ LNC), (3) with OOD
data filtering in training data after LNC (+ LNC + ODF (train)), (4)
with weighted under-sampling after LNC and ODF (train) (+ LNC
+ ODF (train) + WUS), and (5) with OOD data filtering in infer-
ence data after LNC, ODF (train), and WUS (+ LNC + ODF (train)
+ WUS + ODF (infer)). We compare the performance of these five
ablation scenarios with corresponding state-of-the-art methods,
using XGBoost as the backbone model, on the competitive league
dataset from PUBG: BATTLEGROUNDS with respect to the aver-
age approximated number of false positive users (#FP), the average
number of detected users (#Detect), and the average approximated
false discovery rate (FDR) as shown in Table 2. Since the applicabil-
ity of most state-of-the-art methods to tree-based models is limited,
we adopt MentorNet [38], JTT [55], IHT [67], and iForest [56] as the

—A— +LNC + ODF (train)
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Figure 10: Sequential FDR results over five inference days.
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Figure 11: #FP at various #Detect levels.

compatible state-of-the-art methods for each respective component.
For a fair comparison, we evaluate model performance in terms
of #FP and FDR while aligning #Detect across methods. We also
provide the corresponding sequential FDR results of RoDAC over
five inference days as shown in Figure 10.

According to the results in Table 2, RoDAC achieves the best
performance by obtaining the lowest #FP and FDR values while
maintaining comparable #Detect values. The comparison with abla-
tion scenarios suggests that addressing each data problem is critical
for improving model performance. In addition, RoDAC outperforms
the sequential combination of disjointed state-of-the-art methods,
suggesting that it serves as a unified framework where each com-
ponent is seamlessly integrated based on data distribution. We also
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813 Table 3: Average approximated number of false positive users (#FP), average number of detected users (#Detect), and the 871
814 average approximated false discovery rate (FDR) on the PUBG: BATTLEGROUNDS competitive league dataset when varying 872
815 the backbone models. We use XGBoost, LightGBM, CatBoost, Random Forests, and MLP as backbone models. 873
816 Method ‘ Season 35 - Season 35 ‘ Season 35 - Season 36 874
817 875
o5 \ #FP #Detect FDR (%) | #FP #Detect |  FDR(%) .
819 XGBoost 140.31392 8204.6+1794.1 1.738=0385 322.9+404 8146.6+775.1 3.987 +0537 877
820 + RoDAC 63.5:352 8251.0+199%.2 0.778+0.39 127.8+525 8154.6+3856.4 1.615:1.003 878
. LightGBM 163.04711 8189.2:15107 192640015 28334012 806047155 3.590-1354 ”
52 + RoDAC 9234357 8270.6:19621 1.143:0361 1574506 8071.847975 1.982:0724 o0
823 881
824 CatBoost 139.94527 8271.6+2096.9 1.6530366 426.9+s816 8225.0+6797 5.241+1191 882
825 + RoDAC 95.7+39.4 8276.8+1987.3 1.196+0.430 232.0+283 8450.2+640.7 2.763+0.423 883
826 Random Forests 717 1+27956 8145.0+16393 8.526+2.147 998.8+1755 8326.2+553.1 12.015+2.162 884
827 + RoDAC 657.1+1847 8174.8+1635.0 7.936=0.579 843.5+457 8500.8+5729 9.956:0.699 885
828 886
429 MLP 418.7+1285 8150.7 16502 5.401+1328 624.3+1397 8167.3+7205 7.931 41247 a87
630 + RoDAC 293.4+1152 8172.5+17248 3.726=0.962 446.9:1216 8185.6+698.2 5.497 +0871 -

831

832

833

observe that RoDAC consistently improves model performance
under both intra-season and inter-season experimental settings
with different degrees of distribution shifts, suggesting that RoDAC

Table 4: Computational time of RoODAC on the PUBG: BAT-
TLEGROUNDS competitive league dataset.

889
890
891

834 ; ) : k o Method ‘ Season 35 - Season 35 ‘ Season 35 - Season 36 892
g5 is a generalizable data-centric framework. We provide additional 593
g6 results depicting #FP at various #Detect levels by varying the pre- ‘ Time ‘ Time 501
537 diction threshold as shown in Figure 11, which demonstrates that 3.65 3.85 505
- RoDAC achieves the lowest #FP values compared to other ablation ODF (train) 9.3 9.6 596
. scenarios regardless of the #Detect values. We note that during one 3.8 4.2

839 ; . ; -08 .48 897

year of deployment in our anti-cheat system, RoDAC with XGBoost .

840 . 1 intained R bel hile d . Training ‘ 56.2s ‘ 58.5s 898
0a1 consistently maintained an average FDR below 2% while detecting 499
o2 about 8k users per day on average. In addition, we operate a ban ODF (infer) ‘ 10.5s ‘ 11.4s 500
o3 appeal system that allows false positive users to contest their bans Inference ‘ 366.8s ‘ 542.95 001

844

845

846

847

849

and request reinstatement as detailed in Sec. A.1.

5.3 Compatibility with Various Models

To show the compatibility of RoODAC with various models, we con-
duct experiments using XGBoost [15], Light GBM [44], CatBoost [63],
Random Forests [10], and Multi-Layer Perceptron (MLP) [64] as
backbone models. We present the results of model performance
with and without RoDAC in Table 3. The results verify that applying

be completed within a few minutes by employing a simple yet ef-
fective data-centric framework with the tree-based model XGBoost,
enabling the deployment of our efficient anti-cheat system.

6 Conclusion

We proposed RoDAC, a robust data-centric anti-cheat framework
that effectively mitigates label noise, class imbalance, and distribu-

902
903
904
905
906
907
908

909

852 RoDAC improves the performance of various models by improving ti(.)n shifts in continuf)us tabular user-match logs. By introducing 910
853 the quality of both training and inference data. In addition, we can tailored sample selection methO(.is for each of t.hejse challf':nges, Ro- o
854 also observe that XGBoost achieves the best performance among DAC enhances the overall quality of both training and inference 912
855 all evaluated backbone models. data. Through deployment on a large-scale real-world PUBG: BAT- 913
856 TLEGROUNDS dataset, we demonstrated that RoDAC substantially 914
857 improves detection performance and robustness while maintaining 915
858 5.4 Computational Time Analysis computational efficiency and compatibility with diverse backbone 916
859 We analyze the computational time of RoDAC with XGBoost for models. Based on these results, we expect our anti-cheat system 917
860 each component, including model training and inference, as shown to contribute to maintaining fairness in the competitive gaming 918
861 in Table 4. Since the sizes of training and inference data differ environment. We believe that our simple yet effective framework 919

862

863

864

867

slightly between the two experimental settings (as described in
Table 1), the computational time also varies accordingly. According
to the results in Table 4, the computational overhead of the three
sample selection methods applied to the training data (LNC, ODF
(train), and WUS) is minimal, especially considering that training
occurs only once per week. For inference, the overhead of ODF
(infer) is negligible compared to the total inference time. We also
observe that both training and inference on large-scale datasets can

enables seamless plug-and-play integration into a wide variety of
real-world applications through its distribution-based adaptive de-
sign. As future work, we plan to extend our approach by exploring
tabular foundation models, which have recently shown superior
performance to traditional tree-based models on structured data.
In addition, we aim to leverage vision-language foundation mod-
els to analyze replay videos of users for detecting subtle cheating
behaviors beyond what tabular logs can reveal.
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A Appendix
A.1 Ban Appeal System

Our anti-cheat system imposes a temporary ban on users classi-
fied as cheaters by our model, preventing them from playing the
game for a fixed period. However, since our model may mistakenly
classify legitimate users as cheaters and impose a ban, we operate
a ban appeal system that allows falsely banned users to contest
their bans and request reinstatement. According to our internal
model interpretation analysis using SHAP (SHapley Additive ex-
Planations) [58], we observe that our model relies, to some extent,
on historical features when detecting cheaters. Since our goal is to
detect whether a user actually employed ESP cheats in a match, we
suggest reinstating users who were banned primarily due to their
historical features.

Based on this observation, we replace the historical features of
cheaters with the average historical features of legitimate users
and then compare the predicted probability distributions for legit-
imate users and cheaters using our model as shown in Figure 12.
By replacing the historical features of cheaters with those of legiti-
mate users, their predicted probabilities shift toward lower values,
while a subset of cases still exhibits high predicted probabilities.
Based on the distributional differences between legitimate users and
cheaters with replaced historical features, we set a new threshold to
distinguish between cheaters who should be reinstated and those
whose bans should be upheld. As a result, on average, about 20% of
users who appealed their bans are reinstated, while the remaining
80% have their bans upheld. We expect our ban-appeal system to
mitigate the negative effects of erroneous bans on users.
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Figure 12: Comparison of predicted probability distributions
for legitimate users and cheaters.
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